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Introduction 

1. The IIA gives the mission of internal audit: to enhance and protect organisational value by 
providing risk-based and objective assurance, advice and insight. 

2. The mission and its associated code of ethics and Standards govern over 200,000 
professionals in businesses and organisations around the world. Within UK Local 
Government, authority for internal audit stems from the Accounts and Audit Regulations 
2015. The Regulations state services must follow the Public Sector Internal Audit 
Standards – an adapted and more demanding version of the global standards. Those 
Standards set demands for our annual reporting. 

3. Standard 2450 states that when an overall opinion is issued, it must take into account the 
strategies, objectives and risks of the organisation and the expectations of senior 
management, the board and other stakeholders. The overall opinion must be supported 
by sufficient, reliable, relevant and useful information. Meaning that the communication 
must include: 

 The scope including the time period to which the opinion pertains 
 Scope limitations 
 Consideration of all related projects including the reliance on other assurance 

providers 
 A summary of the information that supports the opinion 
 The risk or control framework or other criteria used as a basis for the overall opinion 
 The overall opinion, judgement or conclusion reached 
 The reasons for an unfavourable opinion must be stated. 

Independence of Internal Audit 

4. During 2021/22 we have had free access to officers and records to complete our work. On 
no occasion have officers or Members sought or gained undue influence over our scope 
or findings. 

5. Our independence is maintained through functional reporting, including summaries of the 
work undertaken, to Audit Board. We meet each of the Directors to discuss any issues 
arising from our work where necessary and I also meet periodically with the Chief Officer. 
We have been given access to all information and systems requested to complete our 
work in 2021/22 and there are no issues that we have been prevented from reporting.   

6. I confirm we have worked with full independence as set out in our Audit Charter and 
Standard 1100.  

https://www.iia.org.uk/resources/ippf/code-of-ethics/
https://www.iia.org.uk/media/1692168/201701ippf-booklet_final.pdf
https://www.legislation.gov.uk/uksi/2015/234/pdfs/uksi_20150234_en.pdf
https://www.legislation.gov.uk/uksi/2015/234/pdfs/uksi_20150234_en.pdf
https://www.iasab.org/standards
https://www.iasab.org/standards
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Scope and time period of Audit Manager Opinion 

7. The opinion takes into account all audits that have been finalised since the last annual 
opinion in July 2021.  

8. However, our audit plan cannot address all risks across the Council and represents our 
best use of inevitably limited capacity.  In approving the plan, the Board recognised this 
limit.  Beyond this general disclaimer, I have no specific limits of our scope to report to 
the Board. 

Consideration of work completed and reliance on others 

9. I have drawn my opinion from the outcomes of the 2021/22 Plan agreed by Members in 
July 2021 but also three pieces of work from 2020/21 that were not finalised until after 
the last opinion. My opinion also considers the results of follow up work, ad hoc advisory 
work and our own informal observations of the organisation through, for example, 
attendance at management meetings. 

10. In completing my work I have placed no specific reliance on external sources. 

Risk and control 

11. The Council is responsible for ensuring it undertakes its business within the law and proper 
practices. The Council must also ensure it safeguards and properly accounts for its 
resources, using them economically, efficiently and effectively. The Council also has a duty 
under the Local Government Act 1999 to seek continuous improvement in exercising its 
roles. 

12. The Council has described key parts of its internal control and risk management within the 
Local Code of Governance and Risk Management Framework. 

13. Organisations design internal controls to manage to an acceptable level rather than 
remove the risk of failing to achieve objectives. So, internal controls can only provide 
reasonable and not complete assurance of effectiveness. Designing internal controls is a 
continuing exercise designed to identify and set priorities around the risks to the Council 
achieving its objectives. The work of designing internal controls also evaluates the 
likelihood of those risks coming about and managing the impact should they do so.  

14. In completing our work we have considered the control environment and objectives in 
place at the Council. 
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Conformance with standards 

15. Internal Audit has conducted its work following the Standards and good practice as 
represented in our internal quality assurance. This includes working to an agreed audit 
manual with satisfactory supervision and review. 

16. This report also contains the outcomes of our Quality Assurance and Improvement 
Programme (QAIP), together with the resultant action plan. This action plan will be 
reported periodically to Audit Board until the actions are closed. This will enable Members 
to discharge their responsibility to oversee the quality and effectiveness of Internal Audit.  

Overall conclusion 

17. I am satisfied that during the year ended 31 March 2021, the Council’s systems of 
governance, risk management and control are managed effectively with REASONABLE 
assurance. 

Jennifer Warrillow, CMIIA, CIA 

Audit Manager (Chief Audit Executive) 
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Internal Control 

18. Internal control is how the Council ensures achievement of its objectives with 
effectiveness and efficiency; achieving reliable financial reporting and compliance with 
laws, regulations and policies. It covers financial and non-financial controls.  

19. We gain audit evidence to support the Head of Audit opinion on internal control 
principally through completing the reviews set out within our agreed audit plan. 

Audit Plan Work 2021/22 

20. Members will recall that the agreed 2021/22 Internal Audit Plan was divided into two, 
with audits on Plan ‘A’ being the priorities for completion and those on Plan ‘B’ to be 
completed in the event of sufficient available resource. At the time of writing this report, 
Plan ‘A’ audits are largely complete, with 13 now finalised and the remaining eight are at 
either review or reporting stage with a provisional opinion having been given (a summary 
of the audit will be presented to the next Audit Board).  

21. We have unfortunately only had capacity to undertake one engagement of the proposed 
work on Plan ‘B’ as a result of carrying vacancies within the team for most of the year. 

22. Additionally, three audits from the 2020/21 audit plan were finalised after the publication 
of last year’s opinion and so have been included in this report. 

Internal Audit Outcomes 

23. Of the 17 audit reviews that are considered as part of this annual opinion, 16 are 
assurance work with an associated rating. Definitions of the assurance ratings that have 
been applied to these audits are provided in Annex E. The chart below shows a breakdown 
of these audit assurance opinions. 

  

13%

63%

25%

Substantial Reasonable Limited

ASSURANCE RATINGS
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24. Over two thirds of the audits completed have received Reasonable assurance or 
equivalent which indicates that the control framework is generally operating well. In 
particular, audits which have organisation-wide relevance and therefore are integral to 
the core control environment, such as Business Continuity, Freedom of Information and 
Consultation, all received Reasonable assurance. Importantly, we have not observed 
deterioration in the control environment as a result of hybrid working arrangements.  

25. Four audits this year received Limited assurance; one of these is in a specific service area 
and all agreed actions have now been implemented. The others were Safeguarding, 
Corporate Project Governance (Acacia Hall) and IT Disaster Recovery and while the 
findings from the audits were concerning, all the high priority actions have either been 
implemented or have reasonable, agreed implementation dates, meaning the gaps in 
control have now been addressed or are being addressed.  Therefore I do not believe they 
present a reflection of how the overall risk and control frameworks for the Council are 
operating. 

26. The table below summarises assurance engagement progress and findings up to the date 
of this report.  These are the audits that form part of my Annual Opinion. Where there are 
material matters finished before the board meeting we will provide a verbal update. 
Summaries of all of these audits are in Annex A, with the ones that have not previously 
been reported to Audit Board on pp 12 – 15. 

Audit Title Current 
Status 

Assurance 
Level 

Agreed Actions 

Housing Benefit (Shared 
Service)  Complete 

Substantial 1 x Med, 1 x Low 

Planning Administration & 
Fees Complete 

Substantial 1 x Med, 2 x Low 

Rent Collection & Rent Arrears Complete Reasonable 2 x Med 
Freedom of Information  Complete Reasonable 1 x Med, 1.5 x Low 
Business Continuity Complete Reasonable 1 x High, 3 Med 
Private Lettings Scheme Complete Limited 1 x High, 7 x Med, 1 x Low 
Safeguarding Complete Limited 4 x High, 1 x Med 
Treasury Management Complete Reasonable 1 x Med 
Temporary Accommodation Complete Reasonable 2 x Med, 2 x Low 
Consultation Complete Reasonable 2 x Med 
Waivers Complete Reasonable 4 x Med 
IT Disaster Recovery Complete Limited 1 x High, 4 x Med 
Corporate Project Governance 
– Acacia Hall 

Complete Limited  

Community Infrastructure Levy Complete Reasonable 3 x Med 
IR35 Complete Reasonable 2 x Low 
Council Tax and Enforcement 
(Shared) 

Complete Reasonable 2 x Med, 3 x Low 
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Audit Title Current 
Status 

Assurance 
Level 

Agreed Actions 

Environmental Enforcement Draft 
Report 

  

Covid-19 Response & Recovery Draft 
Report 

  

IT Governance Draft 
Report 

  

Information Security Review   
Staff Wellbeing Review   
Emergency Planning Fieldwork   
Planned Maintenance Fieldwork   

27. The following projects were removed from the plan in year as agreed with Audit Board 
Members: 

 Legal Services Case Management 
 Organisational Culture 
 Service Planning 
 Asset Management 
 Environmental Health – New Service Review 

Follow Up 

28. We follow up each month, examining those actions that fell due since the previous 
exercise. We take due dates from the action plan agreed with management when we 
finish our reporting. We report progress on implementation to Senior Management Team 
each quarter and include matters of continuing concern. 

29. When a service is unable to implement actions by the agreed date, they request a deferral. 
Deferrals are agreed for valid reasons though the original risks do of course remain until 
implementation is complete. We are working with Senior Management to reduce the 
numbers of deferrals, including timely reminders to responsible managers from Internal 
Audit and the introduction of a more stringent process to request deferrals. 

30. The following table provides a summary of the results of our follow-up process for the 
financial year 2021/22. 

Priority Brought forward 
from 2020/21 

Raised in year Implemented in 
year 

Carried forward to 
2022/23 

High 6 6 5 7 
Med 39 24 50 13 
Low 7 11 13 5 

31. Overall we are content with officers’ progress on acting to address findings we raise in our 
reviews. 
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Risk Management 

32. The Annual Opinion also considers risk management arrangements within the 
organisation. 

33. A new Risk Management Strategy was developed and approved by this Board earlier in 
the year and has been implemented for use at strategic risk level. With a new strategic 
risk register being approved at the March meeting. 

34. Additionally, operational risk management has been reinvigorated with inclusion in the 
new service plans which was supported by training we delivered to staff on the new 
framework. 

Consultancy and Advice Work 

35. We also continue to undertake a broad range of special and scheduled consultancy and 
advice work for the Council and the following table provides a brief summary of the range 
of work we have undertaken as per the 2021/22 audit plan. 

Project Title Current Status 
Assurance Mapping Complete 
Fraud Risk Assessment In planning and continuing into 2022/23 
Procurement – Town Centre Regeneration Complete 

36. We remain engaged and flexible in seeking to meet the assurance needs of the Council.  
We are happy to discuss opportunities large and small where the Council can usefully 
employ the experience and expertise of the Internal Audit team. 

Counter Fraud 

37. We consider fraud and corruption risks as part of all our audit engagements as part of our 
assessment of the adequacy and effectiveness of controls.  We additionally plan to 
continue our work on the fraud risk assessment in conjunction with the Revenues & 
Benefits Counter Fraud Manager. 

38. We remain available to the Council to conduct any investigations regarding alleged fraud, 
corruption or upon receipt of whistleblowing complaints. 

39. We have received one whistleblowing complaint during the year for which investigations 
are still ongoing. 

Quality Assurance  
 
40. Audit Board has an important oversight role in the quality and effectiveness of Internal 

Audit. Members of the Board must assure themselves that Internal Audit makes a valuable 
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contribution to the organisation’s governance and that stakeholders can place reliance on 
its conclusions. 
 

41. To facilitate this quality oversight role, Internal Audit has a Quality Assurance and 
Improvement Programme (QAIP), which includes Key Performance Indicators (KPIs), 
customer satisfaction questionnaires, annual self-assessments against professional 
standards and five yearly External Quality Assessments (EQA). Members will be aware that 
the most recent EQA took place in January 2021 and the full report was subsequently 
presented to Audit Board in March 2021. The external assessment was largely in 
agreement with our own self-assessment and the overall conclusion was that the function 
is ‘Partially Conformant’ with professional standards. 

 
42. The Key Performance Indicators for Quarter 4 (January to March 2022) are provided in 

Annex B. The KPIs illustrate that customer satisfaction is generally high and that 
responsible managers have accepted audit recommendations. However they also show, 
in line with the self-assessment and the EQA, that the function needs to improve on 
delivery within budget, as over-runs are currently impacting the efficiency and the 
effectiveness of the service. 

 
43. For completeness, a summary of all results of the customer satisfaction questionnaire is 

attached at Annex C. These results are largely positive with only 2 isolated incidents of 
managers not feeling as though the Auditor understood the service.  We have introduced 
a new engagement planning process which should eliminate this issue going forwards. 

 
44. The results of the various strands of Quality Assurance activity combine into a single, 

overarching Quality Improvement Plan which is presented in Annex D. The Plan is divided 
into different themes encompassing internal audit activity but the fundamental objectives 
of the Plan are to move us into a position of being ‘Generally Conformant’ with the 
standards, improve service efficiency and to ensure that all audit work adds value to the 
Council. The Plan, including progress updates, will be presented periodically to Audit 
Board (minimum six monthly) to enable monitoring and oversight. 

Acknowledgements 

45. The results we have achieved this year has been due to the hard work of our team who 
have come through a particularly challenging year with the changing of Audit Manager 
and carrying a vacancy through most of this period. I would therefore like to give my 
thanks to them for the work they have done so far. 

46. In particular, I would like to thank both our Lead Auditors who stepped up to cover the 
Audit Manager vacancy in the interim three months before I took up my post. 

47. I would also like to thank Officers, the Senior Management Team and Audit Board 
Members. Without your support we would struggle to work effectively. 
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Annex A - Summaries of Audit Reports issued 

Housing Benefits (Substantial Assurance) – Issued in July 2021 

The aim of the audit was to provide assurance that the current processes in place are effective 
in ensuring only those entitled to Housing Benefits receive them.   

At the time of testing, the service had developed a flowchart, showing the process for 
assessments of applications, and checklists alongside a Risk Based Verification (RBV) desk aid 
tool. At the time of fieldwork, the RBV policy and desk aid did not reflect working practices 
due to the reliance on Searchlight checks to verify information rather than original 
documentation. The new Benefits Evidence Verification Strategy, however, replaced the RBV 
policy from April 2021 and does include details regarding the reliance on CIS checks.  

Testing indicated that applications are assessed correctly and appropriate evidence and 
documents are retained on the system. 

Testing also highlighted that for Changes of Circumstances applications input sheets were not 
always being completed as part of the normal practice.  

The main issue we have raised is concerning Quality Assurance (QA). We noted that checks 
through the QA module reduced due to priorities of making COVID19 payments. We have 
been advised by the service that other checks were maintained including Management 
Information System checks, which do not use the QA module available. We believe that the 
Management Information System should use the QA module to provide more detailed 
information about the checks that have been completed.  

Planning Administration and Fees (Substantial Assurance) – Issued in August 
2021 

The objective of this audit was to review the effectiveness of controls over the receipt and 
validation of planning applications, and to ensure all fees due from planning applications are 
received and accounted for. 

Key Strengths 

- The Council website provides sufficient detail for the public regarding planning 
applications. 

- The Planning Portal is an efficient system for submitting applications and the majority 
of applications are received through this route. 

- There is a process in place to ensure applications are processed promptly, have the 
correct documentation and that fees received are correct. 

Areas for Development 

- Some aspects of the process are paper-based as the Uniform system does not have 
sufficient functionality to facilitate prioritisation of applications for validation.   
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- The team has limited resilience in the event of longer term absence.  
- We are unable to confirm adequacy and completeness of procedure notes as we have 

not been provided with these. 

Contract Waivers (Reasonable Assurance) – Issued in July 2021 

The purpose of this review was to provide assurance on the process for granting of waivers 
to ensure they are approved in accordance with Contract Standing Orders and that value for 
money has been considered. The CSOs stipulate that a minimum of three quotes must be 
obtained for contracts over £25,000 but do also allow waivers to be granted in exceptional 
circumstances, for example urgency or expediency.  The contract waiver means the spending 
officer does not need to obtain three quotes and can go directly to the preferred contractor. 

Strengths 

 DBC Contract Standing Orders section 13 (CSO 13) provides clear, concise information 
on the specific situations when a waiver would be justified and the process to be 
followed.  

 A standard contract waiver form (CWF) template is in place which aligns to the key 
requirements of CSO 13. 

 All contract waivers examined had been approved by a Director.  
 Effective monitoring controls are in place to identify situations where a waiver should 

have been raised but had not been completed and authorised.   

 Areas for development  

 CSO 13.2 states a waiver must be raised and approved prior to the contract 
commencing but 50% of waivers examined had been raised retrospectively. 

 The Director does not record their reasons on the waiver form explaining why they 
have approved the waiver. 

 The justification for a waiver as recorded on the waiver form is not always clear 
enough for the justification to stand alone without further information being required. 

 The contract waiver requires approval by one Director only and does not require 
review or comment by any other officer or department. 

 The training needs of spending officers or departments who fail to raise a contract 
waiver when one is required are not being addressed.   

Rent Arrears   (Reasonable Assurance) – issued August 2021 

This review examined the approach adopted by the Rents team to provide a fair and 
reasonable service to tenants in arrears during the Covid-19 pandemic in line with 
Coronavirus legislation and guidance.   

Strengths  
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 The Rent Arrears Policy was appropriately updated in January 2021, to include the 
impact of COVID-19 and adheres to the provisions set out in the Coronavirus Act 2020.  

 Guidance and template letters were continually updated in line with changes to reflect 
changes to legislation and guidance. 

 The Council provides sufficient initial contact with tenants who have fallen into arrears 
and remains flexible with repayment arrangements as far as possible in line with the 
Pre-Action Protocol for Possession Claims by Social Landlords. 

 We tested 30 cases of rent arrears to determine adherence to the stated escalation 
process. We found that the letters sent to the tenant either adhered to the escalation 
process or that the team had effectively taken the circumstances of the tenant into 
account to determine appropriateness of the escalation process and tailor it 
accordingly. 

 The system produces reports each week on tenants in arrears, which helps to ensure 
that assistance can be provided as quickly as possible to prevent further arrears. 

 The monitoring of total arrears is effectively used to understand the impact of 
Universal Credit and the Coronavirus Act 2020 on rent arrears.  

 The Council provides sufficient initial contact with tenants who have fallen into arrears 
and remains flexible with repayment arrangements as far as possible in line with the 
Pre-Action Protocol for Possession Claims by Social Landlords. 

Areas for Development  

 We identified some potential improvements to the Council’s website to ensure that 
all key information is up to date and available in one place.  

 We also identified some best practice from other organisations which the Council may 
wish to consider, appropriate to available resources.  

 It would be beneficial for the Council to provide a specific approach with tenants 
regarding the impact of COVID. With the furlough scheme due to end in September, 
planning additional communication to tenants reminding them of the help that the 
Council can offer if they are concerned about their employment.  

 We are unable to provide assurance that new tenants had received a 6 week check-in 
although other forms of contact had been made in the first six weeks.  

Freedom of Information (Reasonable Assurance) – Issued in September 2021 

The objective of this audit was to review the effectiveness of controls to respond to Freedom 
of Information (FOI) and Environment Information Regulation (EIR) requests, and to ensure 
responses adhere to the Freedom of Information Act 2000 (FOIA) and the Environment 
Information Regulations 2004.  
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Our review found the process for recording and responding to FOI requests was generally 
adequate in design. Appropriate system parameters are set up for reminding assigned 
managers of FOI/EIR responses that are due. Information on Business Rates was also 
published on the Council website as a result of multiple FOI requests.  

However, we found responses to FOI requests require improvement. Our testing showed 
responses do not always provide the additional information required by legislation. There was 
also a lack of quality in responses, such as illogical sentences, spelling, punctuation and 
grammar.  

We found detailed guidance and templates available on the intranet which could benefit from 
a review to ensure they are current and adhere to legislation.  

Treasury Management (Reasonable Assurance) – Issued in November 2021 

The objective of the audit was to review and assess the adequacy and effectiveness of the 
system of internal controls designed and placed into operation in respect of Treasury 
Management in order to manage financial and non-financial risks.  
 
The Local Government Act 2003 requires councils to “have regard to the Prudential Code and 
to set Prudential Indicators for the next three years to ensure that the Council’s capital 
investment plans are affordable, prudent and sustainable”. Under this legislation Dartford 
Borough Council (‘the Council’) is required to set out its Treasury Strategy for borrowing and 
to prepare an Annual Investment Strategy.  
 
Day to day responsibility for this area rests with the Principal Accountant and is overseen by 
the Head of Finance and the Chief Officer and Director of Corporate Services. The Finance 
function reports to the Treasury Management Panel three times per year for regular 
monitoring. Investments are recorded on the daily banking spreadsheet and the Logotech 
system. No recent borrowings have taken place at the Council. In this review, we considered 
the outstanding borrowing made in 2012 by the Public Works Loan Board (PWLB) for the 
Council to self-finance the housing revenue account.  
 
We noted the following areas of key strengths:  

•  The Treasury Management Statement 2021/22 documents the borrowing and 
investment strategies of the Council.  

•  The Treasury Management Practices and Principles document sets out detailed 
procedures which act as guidance for the finance team to follow.  

•  Approved counterparties by Arlingclose (the Council’s external treasury advisor) and 
their investment limits have been compiled into a master Counterparty List, last 
updated on 31 August 2021. This list also contains their credit ratings and rates of 
return.  

•  Monthly reconciliations between interest received on the financial system and the 
daily banking spreadsheet are carried out by the Principal Accountant. All transactions 
on the daily banking sheet are also then reconciled to the Logotech system.  
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•  A detailed repayment plan until 2039 for the borrowing made from PWLB in 2012 is 
also in place.  

•  Monthly treasury position updates are sent to the Head of Finance and the Chief 
Officer and Director of Corporate Services. Treasury performance is reported to the 
Treasury Management Panel (TMP) three times per year. The Cabinet also receives 
annual treasury reports with key treasury indicators.  

•  Access to the Logotech system is restricted to appropriate staff at the Council.  

Key area for development:  

•  A breach to the Money Market Fund (MMF) investment limit on one fund occurred in 
March 2021. To counter this, limits on the ICD online trading platform based on 
Council’s fund limits should be considered.  

Dartford Private Leasing Scheme (Limited Assurance) – Issued in November 
2021 

The purpose of this review was to assess the adequacy and effectiveness of the controls in 
place over the Dartford Private Leasing Scheme. In particular, to assess if the Council is 
suitably mitigating against the risk of disputes to ensure the scheme remains a viable / cost 
effective mechanism to provide temporary accommodation.  

Strengths 

 The application pack provides prospective landlords with a general overview.   

 Signed leases were on file for the sample of 10 properties tested.  

 Inspections are carried out ahead of taking on the property. 

 Procedures are in place for rent increases.  

Areas for development 

 Inventory photos are not agreed or signed by the landlord, nor are they supported by 
an itemised list which increases the risk of disputes.  

 Inspections throughout the term of the lease are not currently carried out so potential 
issues are not being identified which could create additional costs to the Council in 
the long run.  

 There is no requirement for the landlord to periodically provide confirmation of their 
insurance and gas cover, and similarly this is not monitored.  

 There are gaps and inconsistencies in the records maintained. In some cases hard 
copies are the only record held of key documents such as the signed lease, so if they 
were lost or damaged, there is no other mechanism to retrieve them.  

 The lease is unclear over key areas such as repairs and maintenance which increases 
the risk of challenges and disputes.  
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 The methodology to calculate rent increases as set out in the lease has not been 
applied in practice, meaning the Council has both underpaid and overpaid its 
landlords.  

 The application form and declaration requires improvement to alleviate the risk of 
challenges and to aid monitoring of insurance and gas cover.  

Temporary Accommodation (Reasonable Assurance) – Issued in December 
2021 

The purpose of this review was to assess the adequacy and effectiveness of controls in place 
over temporary accommodation. In particular, to assess the Council’s strategy and approach 
for providing temporary accommodation to ensure arrangements are sufficient to manage 
demand and meet the homelessness duty.  

Strengths 

 Assessment processes are robust to ensure the Council provides support to those in 
need to meet its duty under the regulations.  

 Clients are placed in suitable accommodation commensurate with their needs and 
supported to secure more permanent accommodation.  

 System functionality coupled with case reviews enables sufficient monitoring. 
 The Council has access to a variety of properties for the provision of temporary 

accommodation.  
 The private leasing scheme provides a cost effective alternative for nightly paid 

accommodation.  

Areas for development   

 A documented strategy to future proof the service and the provision of temporary 
accommodation is not in place.  

 Arrangements with providers are not formalised and limited arrangements are in 
place to confirm the condition of properties used for temporary accommodation.   

 There are inconsistencies in the notes and actions recorded on the journal on Locata, 
so the decision may not be fully supported in the event of a challenge. 

Safeguarding (Limited Assurance) – Issued in December 2021 

The purpose of this review was to provide assurance on the processes around the Council’s 
arrangements in place to safeguard children and adults at risk from abuse, neglect or 
exploitation. 

Strengths. 

 The Council has a suitably detailed Safeguarding Policy in place which clearly explains 
the importance of Safeguarding, what it constitutes, and the roles and responsibilities 
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of not only the Council as a whole, but also that of every Elected Member, Officer and 
Contractor working for or on behalf of the Council.  

 Clear and concise guidance is readily available to officers setting out the actions which 
should and should not be taken in the event of a potential Safeguarding concern 
becoming evident. 

 Besides comprehensive written guidance being available to officers, Safeguarding 
leads are also available to give advice and guidance to officers on Safeguarding 
concerns and queries as necessary. 

 The Safeguarding Steering Group meet regularly; roles and responsibilities for 
members of the Group are suitably documented both in the Safeguarding Policy and 
also in the job descriptions for the individuals that sit on the Group. 

 All new appointments are subject to a basic DBS check regardless of the role. 

A number of areas for development were identified during the course of the audit which 
require management attention to build on and improve existing controls around 
Safeguarding;  

 The Safeguarding Policy has not received Elected Member Approval since 2007. 
 At the time of fieldwork, an unacceptably high proportion of officers have not 

completed the Level 1 Safeguarding training which is mandatory for all officers 
regardless of role within the Council. 

 Roles requiring Level 2 Safeguarding training are yet to be identified, consequently no 
officers have completed Level 2 Safeguarding Training. Similarly, no members of the 
Safeguarding Steering Group have completed Level 3 Safeguarding training. 

 No Elected Members have completed Level 1 Safeguarding training. 
 There are differences between the numbers of safeguarding referrals recorded on the 

Council’s internal safeguarding referral log compared to those received from the 
Council by Kent County Council (KCC). 

 A large proportion of basic DBS checks for relevant roles have not been renewed. 

Business Continuity (Reasonable Assurance) – Issued in February 2022 

The purpose of this review was to provide assurance on the adequacy of business continuity 
arrangements and the Council's response / preparedness to be able to continue to provide 
services as far as reasonably practical in the event of an emergency. Reliance on IT by all 
services is acknowledged, and arrangements for IT Disaster Recovery will be covered as part 
of a separate audit later in the year. 

Strengths. 

 Detailed Business Continuity Plans (BCPs) are in place for all services. 
 BCPs contain detailed information listing the essential functions of the service and the 

priority in which elements of the service need to be reinstated. 
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 BCPs contain detailed information on how services plan to continue to maintain 
business as usual during a number of likely scenarios such as the loss of the Civic 
Centre or 50% of staff within the service through a pandemic. 

 BCPs recognise who is dependent on their service and who their service is dependent 
upon. 

A number of areas for development were identified during the course of the audit which 
require management attention to build on and improve existing controls;  

 Not all BCPs have been updated to reflect that most staff are able to work from home 
for extended periods of time and still deliver effective levels of service. 

 A number of Service Managers do not hold a copy of the BCP for their service outside 
of the Civic Centre or the IT network; in the event of a sudden loss of the building and 
network, some BCPs may not be available for Service Managers to refer to. 

 A number of officers we spoke to confirmed that they have not read the BCP for their 
service, and are therefore unlikely to be aware what may be required of them during 
a business continuity incident. 

 BCPs have not been tested to ensure that the Council can continue to deliver services 
in the event of a full loss of the Civic Centre. 

Consultation (Reasonable Assurance) – Issued in April 2022 

The objective of this audit was to review the adequacy and effectiveness of the current 
consultation strategy to ensure it is fit for purpose, reflects best practice and is effective. We 
assessed the level of compliance with the strategy by reviewing all consultations recorded 
on the consultation database since April 2019. 

Strengths  

 The Council’s Consultation Strategy and associated guidance for undertaking 
consultations is compliant with the Gunning Principles and best practice.  

 Responsibility for maintaining the Consultation Strategy is assigned to a specific 
officer with appropriate experience. 

 The sample of five consultations examined did not have any significant gaps or flaws 
that would leave the Council vulnerable to judicial review or challenge. 

 Consultation outcomes are reported back to consultees and to management.  

Areas for Development 

 Existing controls to demonstrate how responses were accepted, assessed for 
relevance or how they were considered in the decision-making process need to be 
strengthened.  

 The consultation database is not consistently completed or periodically reviewed. 
This has resulted in some fields being left blank and in one case, a completed 
consultation was totally omitted. These omissions reduce the effectiveness of the 
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database as a source of information for officers to rely upon. For example, to check 
whether a proposed consultation has already been performed previously.  

Disaster Recovery (Limited Assurance) – Issued in May 2022 

The objective of this audit was to provide an evaluation of, and an opinion on, the adequacy 
and effectiveness of the system of internal controls that are in place to manage and mitigate 
risks associated with IT Disaster Recovery (“IT DR”). The audit was part of the 2021/22 
approved Internal Audit Plan for Dartford Borough Council (Council). 

We conclude based on our audit work that the controls in place provide a Limited assurance 
on the Council’s IT DR arrangements.  

The Council has taken steps to improve its IT DR arrangements since March 2021 by 
establishing a secondary data centre, with on-boarding tooling to incrementally replicate data 
to this secondary site. It has also carried out an initial test to ensure that the site is 
operational.   

However, the Council is still to test failover of key services to the secondary site with the 
migration of live users, so that in case of disaster the service is fully functional, and that 
minimal business disruption is ensured. As testing, which is a critical element of IT DR, has not 
been carried out effectively, there is a risk that the Council is not aware of how long it will 
take to invoke IT DR or how much data may be lost in the process when it failovers services 
to the secondary site. Additionally, the Council is also not aware of what issues it may 
encounter when invoking IT DR and how long it would take to resolve these before services 
are live again.  

We note the following areas of key strengths:  

 A secondary data centre has been procured and set up at the Fairfield Sport Centre in 
March 2021 as an IT DR site. 

 All the servers hosted by the Council at the primary data centre in the Civic Centre are 
replicated on an hourly basis to the secondary site. 

 A backup policy and schedule for servers hosted by the Council is in effect and is 
monitored by the IT team for completion each working day. 

As outlined above, although the technology has been set up and an initial test has been 
carried out to ensure operation of the data centre, the following issues were noted: 

 A formal IT DR policy/plan is not documented, implemented, or tested. 

 Although a Business Impact Assessment (BIA) was performed in 2018, this did not involve 
other areas of the business and was only performed by the IT department. It is also 
considered to be out of date as it does not match the Council’s current circumstances with 
respect to the available IT services and their component parts. Furthermore, it also does 
not define the recovery time objectives (RTO) (the amount of time taken for a business to 
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restore its processes to an acceptable service level after a disaster) nor the recovery point 
objectives (RPO) (the maximum acceptable amount of data loss after a disaster) for these 
services.  

 A full end-to-end test, which includes failover testing from the primary to the secondary 
data centre, has not been performed. Test results are not documented and there is no 
test plan or schedule to outline in scope IT services, their components/servers being 
tested, the frequency or the schedule for testing.  

 No assurance is sought from third parties regarding their IT DR arrangements for cloud 
services provided, such as the Software as a Service (SaaS) application for the Revenue & 
Benefits system and for the Council’s externally hosted website. It was explained that the 
Council is planning to outsource two key systems (finance and housing) to a SaaS model, 
whereby the vendors of the software will be responsible for IT DR arrangements. The 
Council should obtain assurance from the third party suppliers over IT DR prior to 
acquisition of these services. 

Corporate Project Governance (Limited) – Issued in May 2022 

The objective of the audit was to review and assess the adequacy and effectiveness of the 
system of internal controls over the project governance of the Acacia Hall redevelopment to 
ensure that the project has been delivered to time, cost and quality.  

We noted the following areas of key strengths:  

 The project management team have created an in-depth consultancy brief that 
illustrates the requirements for the project, the purpose, and the proposed financial 
benefits. This has also been supported by an external feasibility report.  

 A timeline of project milestones and deliverables have been defined within the project 
plans and targets for completion have been set. The project was reviewed to reflect 
the impact of Covid-19 on the project.  

 The project team produced monthly progress reports providing updates on the 
project’s progress against the programme.  

 Monthly budget costs reports are issued from the project lead to the Revenues and 
Finance teams with invoices. These include spend on the project to date and future 
estimated costs.  

 The Council’s project team regularly provided updates and report to Cabinet on issues 
surrounding the project that are subject to scrutiny.  

 Regular communication between the Project Management Team and Finance 
regarding financial updates on the project to monitor the budget.  

Key areas of weakness:  

 An internal business case or Project Initiation Document (PID) had not been created. 
The lack of a business case and PID meant that there was no evidence of the project 
being submitted for initial deliberation and approval prior to being submitted to 



20 

Cabinet. Governance arrangements, a scheme of delegation, and a risk assessment 
was therefore not available prior to commencement.  

 Risks are discussed within the progress reports; however, the risks are brief bullet 
points. There is no project risk register used by the team.  

 Discussion with the Project Manager confirmed that a lessons learned exercise was 
completed on the 2 December 2021. This exercise was completed by the Council, 
contractors (Coleman & James), Consultant designers/ structural engineers (Campbell 
Reith) and Cost Consultant Management/ QS and PM (Total Project Integration). 
However, lessons learned have not been documented throughout the life of the 
project.  

We have raised eight findings resulting from our review. Given that our testing focussed solely 
on this project that is now complete and practices have changed since it commenced, we have 
not raised recommendations to address these findings. Instead, management may wish to 
consider these findings in relation to other projects. 

Community Infrastructure Levy (Reasonable Assurance) – Issued in May 2022 

We conclude based on our audit work that the controls in place relating to Community 
Infrastructure Levy (CIL) as per the scope of the review provide Reasonable assurance. We 
attach the definitions of our assurance ratings in Appendix A.  

The aim of the audit was to review the effectiveness of controls over the management of CIL 
Funds and the allocation of CIL funding to infrastructure projects. 

Strengths 

 The staff dealing with CIL funding are experienced and knowledgeable in their area of 
expertise. 

 The submission to Cabinet to allocate CIL funding to the Dartford Town Centre 
regeneration project was detailed, clear and in line with the criteria and prioritisation of 
CIL fund allocations as set out within the CIL Governance Arrangements. 

 The Infrastructure Funding Statement (IFS) was published, after approval by Cabinet, 
before the 30 December 2021 as per CIL Regulations and included the required elements 
as per CIL Regulations. 

 The service is in the process of interviewing for an Infrastructure Levy Monitoring and 
Management Officer whose main role will be to monitor CIL liability payment. This will 
alleviate responsibility from the Senior Infrastructure Planner and will enable the 
transfer of knowledge regarding CIL. 

Areas for development 

 The CIL Governance Arrangements as approved by Cabinet have not been updated since 
March 2017. 
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 Governance aspects regarding the Leaders Advisory Group on CIL require improvement. 
The terms of reference are not regularly updated and the Group only meets once a year. 

 A succession plan has not been drafted by the Planning service. Training requirements 
are also not documented through training schedules, registers and plans. 

IR35 (Reasonable Assurance) – Issued in June 2022 

The purpose of this review was to assess the adequacy and effectiveness of the controls in 
place to ensure adherence to IR35 regulations, focusing on the process of assessing and 
reassessing IR35 status. 

Strengths 

 Appropriate assessment methods are used for IR35 assessments 

 Sufficient methods are in place to ensure contractors who should be assessed for 
IR35 status are not missed 

Areas for development 

 The Status Determination Statement (SDS) example provided to senior managers 
does not clearly set out that information outside of the circumstances already 
provided in the SDS example can be added in.  

 There are undefined monitoring procedures for when reassessments should be 
completed. Potentially made more complicated by the informal set up of the IR35 
checks folder, which is not clear in who has been assessed for IR35 status. 

Council Tax & Recovery – (Reasonable) Issued June 2022 

The aim of the audit was to review the effectiveness of the controls over the processing and 
monitoring of Council tax applications and collection of income across both Councils.  

Council Tax is administered effectively with changes to liability being accurately processed 
and implemented using the Academy system.  Regular reconciliations and communication 
with other services in the Councils ensure that all properties are identified and removed 
when appropriate.  We also found that discounts and exemptions are applied appropriately. 

However, we did find that not all users have appropriate access levels for Academy, 
meaning a review is needed.  We also consider that performance monitoring in relation to 
the Collection Agents could be improved to ensure value for money is being achieved. 
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Annex B – Key Performance Indicators for Q4 Progress (January – March) 

Finance: Associated performance indicators Q4 (January - March) 

F1: Percentage of budgeted days taken to complete projects – Target 100%  Reported on a cumulative basis 

Indicator measures any variance between the days agreed on the final brief vs. the actual time coded 

196% 

F2: Chargeable days – Target 75%  Reported on a quarterly basis 

Indicator measures the actual chargeable activities against the assumptions made in the audit plan 

Average 71% 

F3: PSIAS conformance – Target ‘Generally Conforms’ (IIA definition)Reported annually  

Indicator measures effectiveness of the Quality Assurance & Improvement Programme (QAIP) to ensure 
compliance with professional Standards.  

To be reported at the end of 
2021/22 

Client satisfaction: Associated performance indicators Q4 (January - March) 

C1: Respondents satisfied with the overall audit experience – Target 90% Reported on a project by project basis 

Indicator measures Client satisfaction with how we undertook the work, and takes into account our 
professionalism, approach and competence  

0/0 0% No questionnaires received 
in Q4 

C2: Respondents agreement with the audit actions – Target 90% Reported on a project by project basis 

Indicator measures Client agreement to the audit findings and resulting actions from our audit work 

4/4 100% 
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Internal processes: Associated performance indicators Q4 (January - March) 

I1: Percentage of draft audit briefs issued at least 10 working days before the start of fieldwork.  - Target 90%   Reported on a 
project by project basis 

Indicator measures the effectiveness of our project planning and communications with the client 

10/12 83% 

I2: Percentage of draft audit reports issued by the date given on the final audit brief  - Target 70% Reported on a project by project 
basis 

Indicator measures the efficiency of our audit work, currency of our audit finding and effective engagement between Auditors and 
Clients  

0/5 0% 

I3: Time taken between issue of the DRAFT report and FINAL report – Target 15 working days  Reported on a project by project 
basis 

Indicator measures the effectiveness of our process to finalise audit reports and issue the report in a timely manner  

1/1 100% 

Learning & Development: Associated performance indicators Q4 (January - March) 

L1: Audit actions fully implemented within agreed timescales – Target 80%  Reported on a monthly basis 

Indicator measures the successful implementation of audit actions and the effectiveness of our follow-up process 

January – 7/7 = 100% 

February – 2/3 = 67% 

March – 6/7 = 86% 

L2: Training & development days  - Reported annually 

Indicator measures our investment and time spent on training and development against the assumptions made in the audit plan 

62.12 Days  
(annual budget of 29 days) 
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Annex C – Customer Satisfaction Questionnaires 

1 - Did you feel involved in the planning and scoping of the audit? 
Not at all Not really No opinion Yes Definitely Number of 

Responses 
Positive 

Responses 

0 0 0 2 11 13 13 

 
2 - Did you feel that the audit covered the right areas? 

Not at all Not really No opinion Yes Definitely Number of 
Responses 

Positive 
Responses 

0 0 0 3 10 13 13 

 
3 - We kept you informed and updated throughout the audit 

Yes Could have 
been better 

No No opinion Number of 
Responses 

Positive 
Responses 

13 0 0 0 13 13 

 
4 - We were sensitive to your availability and workload 

Yes Could have 
been better 

No No opinion Number of 
Responses 

Positive 
Responses 

12 1 0 0 13 12 

 
5- Did we demonstrate sufficient knowledge of the audit area (service area)? 

Yes No Number of 
Responses 

Positive 
Responses 

11 2 13 11 
 
6 - Did we conduct the audit in a professional and courteous manner? 

Yes No Number of 
Responses 

Positive 
Responses 

13 0 13 13 
 
7 - Our audit report was.... (select those that reflect your views) 

Professional Clear / 
easy to 

read 

Factually 
accurate 

Informative 
/ useful 

Succinct Engaging Contemporary Other 

12 12 8 11 2 2 0 0 



25 

8- Do you believe the agreed actions will make a difference? 
N/A - no 
actions 
were 
raised 

Absolutely, 
I believe 
they will 

Yes, I think 
so 

I'm not 
really sure 

No Number of 
Responses 

Positive 
Responses 

0 6 7 0 0 13 13 

 
9 - How would you rate your overall audit experience? 

I'd rather 
not say / 

no 
opinion 

Never 
again 

please! 

It was OK * Positive & 
Helpful 

Excellent Number of 
Responses 

Positive 
Responses 

0 0 1 6 5 13 12 

*Counted as 0.5 each as neither positive or negative 
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Annex D – Quality Action Plan 

Theme Action  Target Date Status Update 

Reporting Review the assurance levels for individual 
reports. 

To be introduced for financial year 
2021/22. 

Complete 

Reporting Review the assurance levels for the Annual 
Opinion.  

Graded opinion to be provided for 
2020/21.  

Complete 

Reporting Review report format to ensure that it is fit 
for purpose but “lean” – only containing 
elements that add value to the customer. 
Include guidance notes. 

To be introduced for financial year 
2021/22. 

Complete but continue to monitor - Report 
format has been reviewed, including 
guidance notes, and rolled out to team in 
March 2021 team meeting. If report 
timeliness and initial quality does not 
improve following additional training, may 
need to consider amending further by 
streamlining again and removing detailed 
findings section - this will require 
stakeholder consultation.  

Reporting Deliver report writing training in team 
meeting session.  

Jul-21 Complete 

Reporting Deliver root cause analysis training in team 
meeting session.  

Aug-21 Complete 

Reporting Review action priority levels. April 2022 Not yet started. Change in Audit Manager 
has delayed this review. 

Reporting Review the Annual Opinion report template 
and contents to ensure that IA reports to 
board are more strategic and focused on 
outcomes / key themes and issues. 

Jul-21 Complete 
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Theme Action  Target Date Status Update 

Co-ordination of 
Assurance 

Develop assurance maps for both 
organisations 
a) Discuss other forms of assurance as part of 
2021/22 Audit Planning 
b) Add assurance maps to both Plans for 
2021/22. 

Complete by March 2022. In progress - Outline complete but change in 
Audit Manager has delayed work in this area 
and so will commence during 2022/23. 

Co-ordination of 
Assurance 

Develop relationships with EA 
1) Set up regular liaison meetings (every 4 
months?).  

For 2021/22 financial year with 
new EA personnel. 

Not yet commenced.  Change of Audit 
Manager has delayed this action. 

Planning Develop more risk-based method for 
2021/22 periodic planning. 

For 2021/22 financial year. Change of Audit Manager delayed this 
process but a full review of the audit 
planning process will be undertaken during 
2022/23. 

Planning Maintain under review the approach to 
periodic planning - annually or quarterly / six 
monthly. 

Review again for 2022/23. Complete, changes to periodic planning 
proposed as part of the Audit Plan 2022/23 
paper. 

Planning Develop Audit Strategy for the partnership. Sep-21 Due to departure of Audit Manager, this will 
not be complete until new Audit Manager in 
post and embedded. 

Planning Undertake Culture / Ethics / IT Governance 
Audits. 

March 2022 (for completion of 
2021/22 audits). 

IT Governance audits on both Plans for 
2021/22. Ethical Governance is due to be 
completed during 2022/23.   

Planning Develop mechanism and allocate 
responsibilities to team members to keep 
knowledge of key parts of the sector up to 
date, share updates with team as a whole.  

Oct-21 Focus at present is on core audit work, not 
yet discussed with the team.  
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Theme Action  Target Date Status Update 

Data Analysis Provide Excel training to the team.  Dec-20 Complete - basic data analysis provided over 
2 sessions in house and further 1 day 
external course. Need to review further 
options once skills matrix complete. 

Data Analysis Arrange demonstration of data analysis 
software. 

Dec-20 Complete 

Data Analysis Add data analysis to team objectives. Dec-20 Complete 
Data Analysis Add to planning checklist to enforce that it is 

considered as part of every audit and that 
non-use is justified – done. 

Dec-20 Complete 

Data Analysis ‘Continual’ assurance using analysis of data 
will be trialled as part of the 2021/22 Plans. 

Complete by March 2022. Audits on Plans, individual audits not yet 
commenced. 

Data Analysis Draft data analysis strategy will be prepared 
by September 2021 (including identification 
of potential costs) and shared with the s151 
officers for agreement of any additional 
funds required, specifically for training or 
software. 

Sep-21 Not yet commenced - difficult at present 
due to staff changes and as other audit skills 
need to be fully developed first.   

Performance 
Management  

Review suite of KPIs to ensure they measure 
what we need to know and want to improve. 

Needs to be in place for 2021/22. Complete 

Performance 
Management  

Review calculation of CSQ measure. Needs to be in place for 2021/22. Complete 

Performance 
Management  

Quality of work including specific standards, 
competencies, deliverables and performance 
measures to be set out in a new suite of 
objectives for the auditors. 

Dec-20 Complete 

Quality and 
timeliness of audit 
work (also links to 

All team members to undertake skills gap 
analysis against the IIA competency 
framework. 

May-21 Complete 
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Theme Action  Target Date Status Update 

Performance 
Management above) 

Quality and 
timeliness of audit 
work (also links to 
Performance 
Management above) 

Training plan for 2021/22 to be developed 
(reliant on completion of the above action). 

Jul-21 Complete 

Quality and 
timeliness of audit 
work (also links to 
Performance 
Management above) 

Develop a Customer Charter that sets out 
clear expectations for audit staff and clients. 
Include expectation that customers will be 
given 2 weeks to comment on draft report.  

To be in place for April 2021. Complete, ongoing need to remind staff of 
the commitments in the Charter and to 
ensure they are communicating with clients. 
Charter was reviewed in team meeting 24 
November. 

Quality and 
timeliness of audit 
work (also links to 
Performance 
Management above) 

All staff to continue to complete self-
assessments at the end of individual audits 
to identify actions for improvement going 
forwards. 

For 2020/21 audits onwards. In progress and ongoing. 

Quality and 
timeliness of audit 
work (also links to 
Performance 
Management above) 

Training on project planning audits to be 
delivered as part of team meeting. 

May-21 Complete - delivered over two sessions - 
April and May 2021. 

Quality and 
timeliness of audit 
work (also links to 
Performance 
Management above) 

Weekly 121s and action plans. November 2020 onwards. In progress and ongoing. 
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Theme Action  Target Date Status Update 

Quality and 
timeliness of audit 
work (also links to 
Performance 
Management above) 

Identical audits across both sites to be 
allocated to same team member. 
Some 'task based' teams will be deployed for 
bigger audits in 2021/22 - Ethical 
Governance and Culture, will use agile 
techniques such as daily catch ups and 
specific task based timings.  
'Site based' approach will be considered 
where practical.  

Complete by March 2022. In progress. Audit allocations are complete 
and where possible, identical audits have 
been allocated to same staff member.   

Quality and 
timeliness of audit 
work (also links to 
Performance 
Management above) 

Review and update the Audit Manual.  Sep-21 Complete 

IA Charters Review Audit Charters for both 
organisations. 

Audit Committee / Board March 
2022. 

Complete 

Data Retention  Review and update the information asset 
register / data retention schedule.  

May-21 Complete 

Remote Working Complete Lessons Learned review of the past 
year as part of team meeting session. 

Apr-21 Complete 
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Annex E - Definitions of Assurance ratings 
 

OPINION DEFINITIONS 

Substantial Assurance 

 

 
A sound system of governance, risk management and control exists, 
with internal controls operating effectively and being consistently 
applied to support the achievement of objectives in the area 
audited. 
 

 

Reasonable Assurance 

 

  
There is a generally sound system of governance, risk management 
and control in place.  
 
Some issues, non-compliance or scope for improvement were 
identified which may put at risk the achievement of objectives in 
the area audited. 

 

Limited Assurance 

 
Significant gaps, weaknesses or non-compliance were identified.  
 
Improvement is required to the system of governance, risk 
management and control to effectively manage risks to the 
achievement of objectives in the area audited. 
 

 

No Assurance 

  
Immediate action is required to address fundamental gaps, 
weaknesses or non-compliance identified.  
 
The system of governance, risk management and control is 
inadequate to effectively manage risks to the achievement of 
objectives in the area audited. 
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